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FM SECSTATE WASHDC 

TO AMEMBASSY WELLINGTON 

CONFIDENTIAL STATE 31 1909 

E.O. 11652: N/A 
TAGS: ABLD, ASEC 

SUBJECT: SECURITY MODIFICATIONS - NEW CHANCERY 
CONSTRUCTION - PROPERTY NO. 12313-A 

REF: (A) WELLINGTON OM 9/28/76 (B) STATE 264169 

(C) WELLINGTON OM 8/24/76 (D) WELLINGTON 2792 
(E) WELLINGTON OM 6/27/75 (F) SELDEN/IVIE 
TELECON OF 12/13/76 

1 . THE FOLLOWING IS INTENDED TO BE A COMPREHENSIVE REPLY 
TO ALL PENDING SECURITY RELATED RECOMMENDATIONS AND 
REQUESTS CONCERNING THE NEW CHANCERY BUILDING. THERE 
MAY BE SOME DUPLICATION OF APPROVALS, BUT WE HOPE THERE 
ARE NOT ANY OMISSIONS. 

2. EXTERIOR OF CHANCERY AND SURROUNDING GROUNDS: 
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(A) ALL WINDOWS OF THE NEW CHANCERY ARE TO HAVE H-6 TYPE 
LAMINATED SAFETY GLASS INSTALLED. THE APPLICATION OF 
CLEAR MYLAR WOULD NOT APPRECIABLY INCREASE PROTECTION AND 
IS THEREFORE DENIED. 

(B) THE INFRA-RED INTRUSION ALARM SYSTEM IS APPROVED FOR 
INSTALLATION AT THE CORNERS OF THE BUILDING AS DESCRIBED 
IN REF (C). CONDUIT AND MOUNTING POLES SHOULD BE 
INCLUDED IN THE CONTRACTOR S CHANGE ORDER PROPOSAL. 
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(C) THE CCTV AT THE FRONT OF THE BUILDING SHOULD BE 
MOUNTED AT THE INTERSECTIONS OF GRID LINES Q AND 3 AS 
ORIGINALLY SPECIFIED. THE NECESSARY CONDUIT SHOULD BE 
INCLUDED IN THE CONTRACTOR S CHANGE ORDER PROPOSAL. 

3. INTERIOR OF CHANCERY, BASEMENT LEVEL: 

(A) THE REQUESTED WINDOW BETWEEN ROOMS B-37 AND B-38 IS 
APPROVED. INCLUDE DESIGN DETAILS IN THE CONTRACTOR'S 
CHANGE ORDER PROPOSAL. WE QUESTION THE NEED FOR SAFETY 
GLASS IN THIS WINDOW, AND THEREFORE, ARE APPROVING THE 
WINDOW WITH ONLY REGULAR GLASS. 

(B) THE SIMPLEX LOCK REQUESTED FOR DOOR D-22 IS APPROVED. 

(C) DOOR D-2 IS TO BE SECURED WITH A "BRUTE" ELECTRO- 
MECHANICAL, SURFACE MOUNTED DEADBOLT, CATALOG NUMBER 
SL-60004. ALL HARDWARE ON THE EXTERIOR SURFACE OF THE 
DOOR SHOULD BE REMOVED. 

(D) THE MARINE GUARD SHOULD HAVE AN INTERCOM AND THE 
REQUESTED CCTV AVAILABLE AT DOOR D-2 TO FACILITATE 
IDENTIFICATION OF PERSONS SEEKING ENTRY. THE NECESSARY 
CONDUIT FOR THE LOCK, INTERCOM AND CCTV SHOULD BE 
INCLUDED IN THE CONTRACTOR S CHANGE ORDER PROPOSAL. 
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(E) DOORS D-l AND D-3 SHOULD HAVE MAGNETIC CONTACT 
SWITCHES INSTALLED. THE REQUEST IS APPROVED. THE 
NECESSARY CONDUIT SHOULD BE INCLUDED IN THE CONTRACTOR S 
CHANGE ORDER PROPOSAL. 

(F) DOOR D-3 SHOULD BE INSTALLED WITHOUT EXTERIOR KNOB 
OR KEYWAY AS SUGGESTED IN REF (E). 

(G) THE REQUEST FOR AN ULTRASONIC MOTION DETECTOR IN 
ROOM B-38 IS DENIED. IT WOULD SERVE NO USEFUL PURPOSE 
AND THE LIKELIHOOD OF A HIGH FALSE ALARM RATE WOULD 
DIMINISH THE EFFECTIVENESS OF THIS DEVICE. 

4. CHANCERY INTERIOR. FIRST FLOOR LEVEL: 

(A) MSG/RECEPTIONIST DESK. IN A MEMORANDUM DATED 
DECEMBER 15, THE DEPARTMENT (FB0) IS TRANSMITTING AN 
APPROVED DESIGN DRAWING AND SPECIFICATIONS FOR THIS DESK. 
AND ADJACENT SECURITY DOORS, WHICH WILL FORM AN EFFECTIVE 
BARRIER ACROSS THE LOBBY. INTENDED LOCATION OF THE DESK 
AND DOORS WILL BE APPROXIMATELY ALONG GRID LINE 8, 

SUBJECT TO NECESSARY ADJUSTMENT BY ON-SITE ANALYSIS. ALL 
VISITORS ENTERING THE BUILDING WILL BE CONTAINED IN THE 
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LOBBY UNTIL THEY HAVE BEEN SCREENED AND GIVEN PERMISSION 
TO ENTER WORKING AREAS. THE SCREENING WILL INCLUDE 
INSPECTION OF HAND-CARRIED PACKAGES AND A WALK-THROUGH 
METAL DETECTION DEVICE BEFORE APPROACHING THE MSG/ 
RECEPTIONIST DESK. THE MARINE GUARD WILL CONTROL THE 
SWITCH TO ELECTRICALLY UNLOCK THE DOOR AND ALLOW CLEARED 
VISITORS TO PASS THROUGH. THE EMBASSY SHOULD BE RECEIVING 
THIS MEMORANDUM SHORTLY. INCLUDED IN THE MEMO ARE 
INSTRUCTIONS FOR PREPARING THE NECESSARY CONTRACTOR'S 
CHANGE ORDER PROPOSAL. 

(B) IT IS AGREED THAT THE SWITCH FOR THE MOTORIZED ROLL- 
DOWN GRILL SHOULD BE LOCATED AT THE MARINE GUARD DESK. 
CONFIDENTIAL 
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NECESSARY CONDUIT SHOULD BE INCLUDED IN THE CHANGE ORDER 
PROPOSAL. 

(C) THE REQUESTED ELECTRICAL CONTROLS FOR DOOR D-6 ARE 
AGREED WITH AND APPROVED. THIS DOOR SHOULD BE WOOD 
FRAMED, HAVE DOUBLE SWINGING LEAVES WITH REGULAR PLATE 
GLASS LIGHTS TO PERMIT VISUAL CONTROL OF THE ELEVATOR 
BY THE MSG, AND BE MOUNTED ON, OR WITH, AUTOMATIC DOOR 
CLOSERS. THERE IS NO NEED FOR SAFETY GLASS IN THESE 

DOOR LEAVES AS THEIR PRIMARY FUNCTION WILL BE INTERMITTENT 
CONTROL OF VISITORS PREVIOUSLY SCREENED, CLEARED, 

AND AUTHORIZED ACCESS TO THE PUBLIC AREAS OF THE FIRST 
FLOOR. THE ELECTRIC LOCKS SHOULD CONSIST OF SOLENOID 
BOLTS IN THE FRAME ABOVE EACH DOOR LEAF THAT CAN BE 
ACTIVATED TO LOCK THE DOOR WHEN THE MSG WISHES TO DENY 
ACCESS TO CORRIDOR 101. NECESSARY CONDUIT, AND DETAILS 
OF DOOR CONSTRUCTION, SHOULD BE INCLUDED IN THE CHANGE 
ORDER PROPOSAL. 

(D) THE PROPOSED DOORS AT GRID LINE E BETWEEN INTER- 
SECTIONS 8 AND 9 ARE NOT NECESSARY FOR THE REASONS 
STATED IN 4(A) ABOVE. THE REQUEST IS DISAPPROVED. 

(E) THE FLOOR TO CEILING ARMORED CONSULAR COUNTER IS 
DISAPPROVED. ALL AUTHORIZED CONSULAR VISITORS WILL HAVE 
BEEN SCREENED AND CLEARED AND WILL NO LONGER REPRESENT 
A POTENTIAL THREAT THAT MUST BE COUNTERED BY THESE 
INCONVENIENT PROTECTIVE BARRIERS. 

(F) THE REQUEST TO PLACE ARMOR PLATE IN ALL PARTITION 
WALLS IS NOT APPROVED. IT MUST BE PRESUMED THAT ANY 
WEAPON CAPABLE OF PENETRATING A WALL WILL HAVE BEEN 
DETECTED AND ELIMINATED DURING THE SCREENING PROCESS IN 
THE LOBBY. THEREFORE, WE SEE NO REASON FOR PROTECTIVE 
ARMOR WITHIN THE WALLS. 

CONFIDENTIAL 
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(G) THE PANIC ALARMS FOR THE USIS RECEPTIONIST AND THE 
PAO SECRETARY ARE APPROVED. INCLUDE CONDUIT IN CHANGE 
ORDER PROPOSAL. 

(H) THE LOBBY MOUNTED CCTV IS APPROVED AS REQUESTED. 

INCLUDE CONDUIT IN CHANGE ORDER PROPOSAL. 

(I) WINDOW WALL D-9 THROUGH E-9 AND DOOR D-44 BEING ONE 
FLOOR ABOVE GROUND LEVEL WILL NOT PROVIDE EASY, NOR 
UNDETECTABLE. ACCESS FOR CASUAL INTRUDERS. THE SAFETY 
GLASS INSTALLED WILL PROVIDE PROTECTION AGAINST HANDTHROWN 
OBIECTS. THEREFORE, THE REQUEST IN REF (E) FOR PROTECTIVE 
GRILLS IS NOT APPROVED. 

(J) THE PRINCIPLE OF GRILLED BARRIERS AND DOORS IN THE 
STAIRWELLS IS APPROVED. HOWEVER, WE FIND THE USE OF 
QUARTER INCH BARS ON ONE INCH CENTERS FOR THE GRILLS TO 
BE EXCESSIVE. THESE BARRIERS CAN BE EQUALLY EFFECTIVE 

IF FABRICATED FROM HEAVY EXPANDED METAL, OR CHAIN-LINK 
FENCING, SECURED IN A METAL FRAME AND SOLIDLY FASTENED 
TO FLOOR, CEILING AND WALLS. THE DOORS MUST NOT BE OF 
COMBUSTIBLE MATERIAL AND CAN EITHER BE METAL PLATE, OR 
THE EXPANDED METAL/CHAIN-LINK FENCING USED IN THE 
SURROUNDING GRILLS. INSTALLATION OF THESE DOORS MUST BE 
CAREFULLY PLANNED SO THEY WILL IN NO WAY IMPEDE 
EMERGENCY USE OF THE STAIRS OR CREATE A LIFE PERIL HAZARD 
IN THE EVENT OF FIRE OR OTHER ALARM. ACCESS THROUGH THE 
DOORS CAN BE CONTROLLED BY USING WALL MOUNTED ELECTRIC 
CYPHER LOCKS ON THE OUTSIDE, AND EITHER A PANIC BAR OR 
HAND OPERATED SWITCH ON THE INSIDE WALL. CARE MUST BE 
TAKEN TO ENSURE THAT THE INSIDE DOOR CONTROLS CANNOT BE 
REACHED AND ACTIVATED FROM OUTSIDE THE DOOR OR GRILL. 

ALL NECESSARY CONDUIT, ELECTRICAL SERVICE 
REQUIREMENTS, AND DESIGN FEATURES SHOULD BE INCLUDED IN 
THE CONTRACTOR S CHANGE ORDER PROPOSAL. 
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5. CHANCERY INTERIOR, SECOND FLOOR LEVEL: 

(A) THE REQUESTED PANIC ALARM BUTTONS FOR THE AMBASSADOR, 
DCM AND BOTH SECRETARIES ARE APPROVED. INCLUDE CONDUIT 
IN CHANGE ORDER PROPOSAL. 

(B) THE ULTRASONIC ALARMS FOR THE AMBASSADOR AND DCM 
OFFICES, AND THE ACR PARENT ROOM. ARE CONSIDERED TO BE 
EXCESSIVE AND ARE NOT APPROVED. THE LIKELIHOOD OF A HIGH 
FALSE ALARM RATE WOULD TEND TO DIMINISH THE 
EFFECTIVENESS OF THESE DEVICES. 
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(C) THE REQUEST FOR A CCTV MONITOR IN THE AMBASSADOR'S 
OFFICE IS NOT NECESSARY AND IS DENIED. IN THE EVENT OF 
ANY EMERGENCY OR NOTEWORTHY SITUATIONS, IT IS FELT THAT 
THE CCTV MONITORING STATION IN THE RSO'S OFFICE WILL BE 
CONVENIENTLY LOCATED AND READILY ACCESSABLE. 

(D) THE REQUEST TO INSTALL ARMOR PLATE IN CERTAIN PARTI- 
TION WALLS IS NOT APPROVED FOR THE SAME REASONS GIVEN IN 
4(F) ABOVE. CONSCIENTIOUS SCREENING AT THE POINT OF 
INGRESS TO THE BUILDING WILL OBVIATE THE NEED FOR ARMORING 
MATERIALS IN ANY INTERIOR WALLS. 

(E) WE SIMILARLY DO NOT APPROVE THE REQUEST FOR BULLET 
RESISTANT MATERIAL IN THE SECOND FLOOR WINDOWS. SEVERAL 
FACTORS WERE CONSIDERED WITH REGARD TO THIS REQUEST. THE 
SAFETY GLASS THAT HAS ALREADY BEEN APPROVED FOR INSTALLA- 
TION IN THESE WINDOWS WILL PROVIDE A SUFFICIENT PROTECTION 
AGAINST HANDTHROWN OBJECTS. PARTICULARLY THE TYPE OF 
PROJECTILES TRADITIONALLY THROWN DURING DEMONSTRATIONS 
AND RIOTS. WITH CONSIDERATION OF THE DISTANCES INVOLVED 
IN THE SURROUNDING TERRAIN, THE MOST FEASIBLE SOLUTION TO 
THIS PROBLEM WOULD BE THE LOCATION OF THE AMBASSADOR'S 
DESK TO PREVENT DIRECT LINE OF SIGHT, OR FIRE, FROM 

THE SURROUNDING TERRAIN. DRAPERIES, VENETIAN BLINDS, ETC. 
CONFIDENTIAL 
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WILL SUFFICIENTLY DECREASE THE POSSIBILITY OF VISUAL 
ACCESS TO THE AMBASSADOR'S OFFICE AND HENCE PRECLUDE 
ACCURATE LONG-RANGE SNIPER FIRE. 

(F) THE REQUEST TO LOCATE THE RSO AND RELATED EQUIPMENT 
IN ROOM 215 IS APPROVED. ALL NECESSARY CONDUIT, 

ELECTRICAL SERVICE REQUIREMENTS, AND SPECIALIZED CONSTRUC- 
TION DETAILS SHOULD BE INCLUDED IN CONTRACTOR'S CHANGE 
ORDER PROPOSAL. 

(G) ALL NECESSARY LOCKING DEVICES FOR THE PREVIOUSLY 
APPROVED UNCLASSIFIED CONFERENCE ROOM SHOULD BE OBTAINED 
FROM THE TSO, CANBERRA. 

6. CHANCERY INTERIOR, THIRD FLOOR LEVEL: 

(A) THE ULTRASONIC ALARMS FOR ROOMS 309 AND 310 ARE 
DEEMED NECESSARY AND PRUDENT. THE REQUEST IS APPROVED. 
CONDUIT SHOULD BE INCLUDED IN CHANGE ORDER PROPOSAL. 

(B) THE REQUEST FOR A MAGNETIC CONTACT SWITCH ON DOOR D-2 
IS APPROVED. INCLUDE CONDUIT IN CHANGE ORDER PROPOSAL. 

7. THE EMBASSY. FBO PROJECT SUPERVISOR. AND THE CONTRACTOR 
SHOULD STUDY THE APPROVED REQUESTS, DETERMINE CONDUIT, 
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ELECTRICAL SERVICE AND CONSTRUCTION REQUIREMENTS. THE 
RESULTANT CHANGE ORDER PROPOSAL, TOGETHER WITH DETAILED 
DESCRIPTION AND REQUIRED DRAWINGS, SHOULD BE SENT TO 
A/FBO FOR REVIEW AND ACTION. 

ROBINSON 

CONFIDENTIAL 
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66011 

DRAFTED BY: A/FBO:JKIVIE:CY 
APPROVED BY: A/FBO:PRSEREY 

ANA: MAKE CORRECTED COPY (MRN 311909 VICE 005493) 

111013Z 001904/21/63 

R 110128Z JAN 77 
FM SECSTATE WASHDC 
TO AMCONSUL HONG KONG 
INFO AMEMBASSY CANBERRA 

CONFIDENTIAL STATE 311909 

CORRECTED C O P Y/MRN 311909 VICE 005493 

HONG KONG FOR RSS AND RTC. CANBERRA FOR TSO 

FOLLOWING TEL SENT ACTION WELLINGTON FROM STATE DEC 29: 
QUOTE CONFIDENTIAL STATE 311909 
E.O. 11652: N/A 
TAGS: ABLD, ASEC 

SUBJECT: SECURITY MODIFICATIONS - NEW CHANCERY 
CONSTRUCTION - PROPERTY NO. 12313-A 

REF: (A) WELLINGTON OM 9/28/76 (B) STATE 264169 

(C) WELLINGTON OM 8/24/76 (D) WELLINGTON 2792 
(E) WELLINGTON OM 6/27/75 (F) SELDEN/IVIE 
TELECON OF 12/13/76 

1 . THE FOLLOWING IS INTENDED TO BE A COMPREHENSIVE REPLY 
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TO ALL PENDING SECURITY RELATED RECOMMENDATIONS AND 
REQUESTS CONCERNING THE NEW CHANCERY BUILDING. THERE 
MAY BE SOME DUPLICATION OF APPROVALS, BUT WE HOPE THERE 
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ARE NOT ANY OMISSIONS. 

2. EXTERIOR OF CHANCERY AND SURROUNDING GROUNDS: 

(A) ALL WINDOWS OF THE NEW CHANCERY ARE TO HAVE H-6 TYPE 
LAMINATED SAFETY GLASS INSTALLED. THE APPLICATION OF 
CLEAR MYLAR WOULD NOT APPRECIABLY INCREASE PROTECTION AND 
IS THEREFORE DENIED. 

(B) THE INFRA-RED INTRUSION ALARM SYSTEM IS APPROVED FOR 
INSTALLATION AT THE CORNERS OF THE BUILDING AS DESCRIBED 
IN REF (C). CONDUIT AND MOUNTING POLES SHOULD BE 
INCLUDED IN THE CONTRACTOR S CHANGE ORDER PROPOSAL. 

(C) THE CCTV AT THE FRONT OF THE BUILDING SHOULD BE 
MOUNTED AT THE INTERSECTIONS OF GRID LINES Q AND 3 AS 
ORIGINALLY SPECIFIED. THE NECESSARY CONDUIT SHOULD BE 
INCLUDED IN THE CONTRACTOR S CHANGE ORDER PROPOSAL. 

3. INTERIOR OF CHANCERY, BASEMENT LEVEL: 

(A) THE REQUESTED WINDOW BETWEEN ROOMS B-37 AND B-38 IS 
APPROVED. INCLUDE DESIGN DETAILS IN THE CONTRACTOR S 
CHANGE ORDER PROPOSAL. WE QUESTION THE NEED FOR SAFETY 
GLASS IN THIS WINDOW. AND THEREFORE, ARE APPROVING THE 
WINDOW WITH ONLY REGULAR GLASS. 

(B) THE SIMPLEX LOCK REQUESTED FOR DOOR D-22 IS APPROVED. 

(C) DOOR D-2 IS TO BE SECURED WITH A "BRUTE" ELECTRO- 
MECHANICAL, SURFACE MOUNTED DEADBOLT, CATALOG NUMBER 
SL-60004. ALL HARDWARE ON THE EXTERIOR SURFACE OF THE 
DOOR SHOULD BE REMOVED. 
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(D) THE MARINE GUARD SHOULD HAVE AN INTERCOM AND THE 
REQUESTED CCTV AVAILABLE AT DOOR D-2 TO FACILITATE 
IDENTIFICATION OF PERSONS SEEKING ENTRY. THE NECESSARY 
CONDUIT FOR THE LOCK, INTERCOM AND CCTV SHOULD BE 
INCLUDED IN THE CONTRACTOR S CHANGE ORDER PROPOSAL. 

(E) DOORS D-l AND D-3 SHOULD HAVE MAGNETIC CONTACT 
SWITCHES INSTALLED. THE REQUEST IS APPROVED. THE 
NECESSARY CONDUIT SHOULD BE INCLUDED IN THE CONTRACTOR S 
CHANGE ORDER PROPOSAL. 

(F) DOOR D-3 SHOULD BE INSTALLED WITHOUT EXTERIOR KNOB 
OR KEYWAY AS SUGGESTED IN REF (E). 

(G) THE REQUEST FOR AN ULTRASONIC MOTION DETECTOR IN 
ROOM B-38 IS DENIED. IT WOULD SERVE NO USEFUL PURPOSE 
AND THE LIKELIHOOD OF A HIGH FALSE ALARM RATE WOULD 
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DIMINISH THE EFFECTIVENESS OF THIS DEVICE. 

4. CHANCERY INTERIOR. FIRST FLOOR LEVEL: 

(A) MSG/RECEPTIONIST DESK. IN A MEMORANDUM DATED 
DECEMBER 15, THE DEPARTMENT (FBO) IS TRANSMITTING AN 
APPROVED DESIGN DRAWING AND SPECIFICATIONS FOR THIS DESK. 
AND ADJACENT SECURITY DOORS, WHICH WILL FORM AN EFFECTIVE 
BARRIER ACROSS THE LOBBY. INTENDED LOCATION OF THE DESK 
AND DOORS WILL BE APPROXIMATELY ALONG GRID LINE 8, 

SUBJECT TO NECESSARY ADJUSTMENT BY ON-SITE ANALYSIS. ALL 
VISITORS ENTERING THE BUILDING WILL BE CONTAINED IN THE 
LOBBY UNTIL THEY HAVE BEEN SCREENED AND GIVEN PERMISSION 
TO ENTER WORKING AREAS. THE SCREENING WILL INCLUDE 
INSPECTION OF HAND-CARRIED PACKAGES AND A WALK-THROUGH 
METAL DETECTION DEVICE BEFORE APPROACHING THE MSG/ 
RECEPTIONIST DESK. THE MARINE GUARD WILL CONTROL THE 
SWITCH TO ELECTRICALLY UNLOCK THE DOOR AND ALLOW CLEARED 
CONFIDENTIAL 
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VISITORS TO PASS THROUGH. THE EMBASSY SHOULD BE RECEIVING 
THIS MEMORANDUM SHORTLY. INCLUDED IN THE MEMO ARE 
INSTRUCTIONS FOR PREPARING THE NECESSARY CONTRACTOR'S 
CHANGE ORDER PROPOSAL. 

(B) IT IS AGREED THAT THE SWITCH FOR THE MOTORIZED ROLL- 
DOWN GRILL SHOULD BE LOCATED AT THE MARINE GUARD DESK. 
NECESSARY CONDUIT SHOULD BE INCLUDED IN THE CHANGE ORDER 
PROPOSAL. 

(C) THE REQUESTED ELECTRICAL CONTROLS FOR DOOR D-6 ARE 
AGREED WITH AND APPROVED. THIS DOOR SHOULD BE WOOD 
FRAMED, HAVE DOUBLE SWINGING LEAVES WITH REGULAR PLATE 
GLASS LIGHTS TO PERMIT VISUAL CONTROL OF THE ELEVATOR 
BY THE MSG, AND BE MOUNTED ON, OR WITH, AUTOMATIC DOOR 
CLOSERS. THERE IS NO NEED FOR SAFETY GLASS IN THESE 

DOOR LEAVES AS THEIR PRIMARY FUNCTION WILL BE INTERMITTENT 
CONTROL OF VISITORS PREVIOUSLY SCREENED. CLEARED, 

AND AUTHORIZED ACCESS TO THE PUBLIC AREAS OF THE FIRST 
FLOOR. THE ELECTRIC LOCKS SHOULD CONSIST OF SOLENOID 
BOLTS IN THE FRAME ABOVE EACH DOOR LEAF THAT CAN BE 
ACTIVATED TO LOCK THE DOOR WHEN THE MSG WISHES TO DENY 
ACCESS TO CORRIDOR 101 . NECESSARY CONDUIT, AND DETAILS 
OF DOOR CONSTRUCTION, SHOULD BE INCLUDED IN THE CHANGE 
ORDER PROPOSAL. 

(D) THE PROPOSED DOORS AT GRID LINE E BETWEEN INTER- 
SECTIONS 8 AND 9 ARE NOT NECESSARY FOR THE REASONS 
STATED IN 4(A) ABOVE. THE REQUEST IS DISAPPROVED. 

(E) THE FLOOR TO CEILING ARMORED CONSULAR COUNTER IS 
DISAPPROVED. ALL AUTHORIZED CONSULAR VISITORS WILL HAVE 
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BEEN SCREENED AND CLEARED AND WILL NO LONGER REPRESENT 
A POTENTIAL THREAT THAT MUST BE COUNTERED BY THESE 
INCONVENIENT PROTECTIVE BARRIERS. 

CONFIDENTIAL 
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(F) THE REQUEST TO PLACE ARMOR PLATE IN ALL PARTITION 
WALLS IS NOT APPROVED. IT MUST BE PRESUMED THAT ANY 
WEAPON CAPABLE OF PENETRATING A WALL WILL HAVE BEEN 
DETECTED AND ELIMINATED DURING THE SCREENING PROCESS IN 
THE LOBBY. THEREFORE, WE SEE NO REASON FOR PROTECTIVE 
ARMOR WITHIN THE WALLS. 

(G) THE PANIC ALARMS FOR THE USIS RECEPTIONIST AND THE 
PAO SECRETARY ARE APPROVED. INCLUDE CONDUIT IN CHANGE 
ORDER PROPOSAL. 

(H) THE LOBBY MOUNTED CCTV IS APPROVED AS REQUESTED. 

INCLUDE CONDUIT IN CHANGE ORDER PROPOSAL. 

(I) WINDOW WALL D-9 THROUGH E-9 AND DOOR D-44 BEING ONE 
FLOOR ABOVE GROUND LEVEL WILL NOT PROVIDE EASY, NOR 
UNDETECTABLE, ACCESS FOR CASUAL INTRUDERS. THE SAFETY 
GLASS INSTALLED WILL PROVIDE PROTECTION AGAINST HANDTHROWN 
OBJECTS. THEREFORE, THE REQUEST IN REF (E) FOR PROTECTIVE 
GRILLS IS NOT APPROVED. 

(J) THE PRINCIPLE OF GRILLED BARRIERS AND DOORS IN THE 
STAIRWELLS IS APPROVED. HOWEVER, WE FIND THE USE OF 
QUARTER INCH BARS ON ONE INCH CENTERS FOR THE GRILLS TO 
BE EXCESSIVE. THESE BARRIERS CAN BE EQUALLY EFFECTIVE 

IF FABRICATED FROM HEAVY EXPANDED METAL, OR CHAIN-LINK 
FENCING, SECURED IN A METAL FRAME AND SOLIDLY FASTENED 
TO FLOOR, CEILING AND WALLS. THE DOORS MUST NOT BE OF 
COMBUSTIBLE MATERIAL AND CAN EITHER BE METAL PLATE, OR 
THE EXPANDED METAL/CHAIN-LINK FENCING USED IN THE 
SURROUNDING GRILLS. INSTALLATION OF THESE DOORS MUST BE 
CAREFULLY PLANNED SO THEY WILL IN NO WAY IMPEDE 
EMERGENCY USE OF THE STAIRS OR CREATE A LIFE PERIL HAZARD 
IN THE EVENT OF FIRE OR OTHER ALARM. ACCESS THROUGH THE 
DOORS CAN BE CONTROLLED BY USING WALL MOUNTED ELECTRIC 
CYPHER LOCKS ON THE OUTSIDE, AND EITHER A PANIC BAR OR 
CONFIDENTIAL 
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HAND OPERATED SWITCH ON THE INSIDE WALL. CARE MUST BE 
TAKEN TO ENSURE THAT THE INSIDE DOOR CONTROLS CANNOT BE 
REACHED AND ACTIVATED FROM OUTSIDE THE DOOR OR GRILL. 

ALL NECESSARY CONDUIT, ELECTRICAL SERVICE 
REQUIREMENTS, AND DESIGN FEATURES SHOULD BE INCLUDED IN 
THE CONTRACTOR S CHANGE ORDER PROPOSAL. 
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5. CHANCERY INTERIOR, SECOND FLOOR LEVEL: 

(A) THE REQUESTED PANIC ALARM BUTTONS FOR THE AMBASSADOR, 
DCM AND BOTH SECRETARIES ARE APPROVED. INCLUDE CONDUIT 
IN CHANGE ORDER PROPOSAL. 

(B) THE ULTRASONIC ALARMS FOR THE AMBASSADOR AND DCM 
OFFICES, AND THE ACR PARENT ROOM. ARE CONSIDERED TO BE 
EXCESSIVE AND ARE NOT APPROVED. THE LIKELIHOOD OF A HIGH 
FALSE ALARM RATE WOULD TEND TO DIMINISH THE 
EFFECTIVENESS OF THESE DEVICES. 

(C) THE REQUEST FOR A CCTV MONITOR IN THE AMBASSADOR'S 
OFFICE IS NOT NECESSARY AND IS DENIED. IN THE EVENT OF 
ANY EMERGENCY OR NOTEWORTHY SITUATIONS, IT IS FELT THAT 
THE CCTV MONITORING STATION IN THE RSO'S OFFICE WILL BE 
CONVENIENTLY LOCATED AND READILY ACCESSABLE. 

(D) THE REQUEST TO INSTALL ARMOR PLATE IN CERTAIN PARTI- 
TION WALLS IS NOT APPROVED FOR THE SAME REASONS GIVEN IN 
4(F) ABOVE. CONSCIENTIOUS SCREENING AT THE POINT OF 
INGRESS TO THE BUILDING WILL OBVIATE THE NEED FOR ARMORING 
MATERIALS IN ANY INTERIOR WALLS. 

(E) WE SIMILARLY DO NOT APPROVE THE REQUEST FOR BULLET 
RESISTANT MATERIAL IN THE SECOND FLOOR WINDOWS. SEVERAL 
FACTORS WERE CONSIDERED WITH REGARD TO THIS REQUEST. THE 
SAFETY GLASS THAT HAS ALREADY BEEN APPROVED FOR INSTALLA- 
TION IN THESE WINDOWS WILL PROVIDE A SUFFICIENT PROTECTION 
CONFIDENTIAL 
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AGAINST HANDTHROWN OBJECTS. PARTICULARLY THE TYPE OF 
PROJECTILES TRADITIONALLY THROWN DURING DEMONSTRATIONS 
AND RIOTS. WITH CONSIDERATION OF THE DISTANCES INVOLVED 
IN THE SURROUNDING TERRAIN, THE MOST FEASIBLE SOLUTION TO 
THIS PROBLEM WOULD BE THE LOCATION OF THE AMBASSADOR'S 
DESK TO PREVENT DIRECT LINE OF SIGHT, OR FIRE, FROM 
THE SURROUNDING TERRAIN. DRAPERIES, VENETIAN BLINDS, ETC. 
WILL SUFFICIENTLY DECREASE THE POSSIBILITY OF VISUAL 
ACCESS TO THE AMBASSADOR'S OFFICE AND HENCE PRECLUDE 
ACCURATE LONG-RANGE SNIPER FIRE. 

(F) THE REQUEST TO LOCATE THE RSO AND RELATED EQUIPMENT 
IN ROOM 215 IS APPROVED. ALL NECESSARY CONDUIT, 

ELECTRICAL SERVICE REQUIREMENTS, AND SPECIALIZED CONSTRUC- 
TION DETAILS SHOULD BE INCLUDED IN CONTRACTOR'S CHANGE 
ORDER PROPOSAL. 

(G) ALL NECESSARY LOCKING DEVICES FOR THE PREVIOUSLY 
APPROVED UNCLASSIFIED CONFERENCE ROOM SHOULD BE OBTAINED 
FROM THE TSO, CANBERRA. 
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6. CHANCERY INTERIOR, THIRD FLOOR LEVEL: 

(A) THE ULTRASONIC ALARMS FOR ROOMS 309 AND 310 ARE 
DEEMED NECESSARY AND PRUDENT. THE REQUEST IS APPROVED. 
CONDUIT SHOULD BE INCLUDED IN CHANGE ORDER PROPOSAL. 

(B) THE REQUEST FOR A MAGNETIC CONTACT SWITCH ON DOOR D-2 
IS APPROVED. INCLUDE CONDUIT IN CHANGE ORDER PROPOSAL. 

7. THE EMBASSY. FBO PROJECT SUPERVISOR. AND THE CONTRACTOR 
SHOULD STUDY THE APPROVED REQUESTS, DETERMINE CONDUIT, 
ELECTRICAL SERVICE AND CONSTRUCTION REQUIREMENTS. THE 
RESULTANT CHANGE ORDER PROPOSAL, TOGETHER WITH DETAILED 
DESCRIPTION AND REQUIRED DRAWINGS, SHOULD BE SENT TO 
A/FBO FOR REVIEW AND ACTION. ROBINSON UNQUOTE KISSINGER 
CONFIDENTIAL 

PAGE 08 STATE 011909 

CONFIDENTIAL 


« END OF DOCUMENT » 
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